Incident Response Management Planning

Overview

Incident Response Management encompasses a wide cadre of executive-level incident response
support services. Our specialists work at various levels of an organization’s incident response
maturity. For example, our specialists can support your organization’s executives making
decisions in times of need or they can review, refine and build an organization’s internal incident
response process.

Benefits

Recognizing what constitutes a security incident is crucial to minimizing the impact an incident
might have. In general, incidents may be defined as deliberate electronic attacks on the
communications or information processing systems. Whether initiated by a disgruntled
employee, a malicious competitor or a misguided hacker, deliberate attacks often cause damage
and disruption equal to or greater than any natural disaster.

Description of Service

Our incident management team can provide develop and refine a solid Incident Response
Process to include policies, processes, and a training program. Emagined Security creates a
proactive strategy for protecting our clients' information assets, with the goal of delegating
incident management responsibility to the group or organization most affected by the incident.

Our Incident Response Team also provides Incident Response Seminars and tailored
presentations including:

e Overview of hacking, criminal activity, industrial espionage, spying and insider crime on
the Internet.

e All aspects of establishing an incident response capability, from the duties of an incident
response team, its goals, technical and legal boundaries, staffing and operational issues,
to incident handling and resolution.

e Building an incident response team into an organization's existing disaster and business
recovery plans.
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